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1. Introduc�on 

Welcome to the world of archiving! As data con�nues grows exponen�ally, 
organiza�ons face challenges managing data effec�vely, ensuring compliance 
with regula�ons, and op�mizing storage costs. Archiving is a cri�cal solu�on 
that addresses these challenges by providing cost-effec�ve and sustainable 
ways to preserve data for the long term. 

Archiving is the prac�ce of iden�fying and reloca�ng data that is no longer 
frequently accessed, or deemed cri�cal and needs to be kept unchanged. As 
soon as the item has been iden�fied, it is deposited at a separate storage 
loca�on for intermediate or long-term preserva�on. It involves various 
methods, including user-driven archiving, automated archiving, and integrated 
applica�on-driven archiving, each with its own benefits and use cases. 

In this chapter, we will explore the concept of archiving and its significance in 
modern data management. We will also discuss the different types of archiving 
and their implementa�on methods.  

Let's dive in and unlock the modern benefits of evergreen archiving strategies! 

1.01 Why is Archiving Important? 

Archiving is more than just storing data in a virtual a�c. It is a strategic 
approach to data management that offers several benefits to organiza�ons, 
including: 

• Cost Reduc�on: Archiving enables organiza�ons to op�mize storage costs 
by transferring data that is accessed less frequently to more cost-effec�ve 
storage solu�ons, such as a fast local archive or a distant cold archive. As a 
result of archiving inac�ve data, the storage footprint of ac�ve systems is 
reduced, offering the possibility of cost savings. These savings are two-fold, 
directly reducing the need for storage space and indirectly simplifying the 
task and workload associated with data protec�on and its associated 
storage needs. 

• Compliance and Governance: Archiving helps organiza�ons meet 
compliance and governance requirements by retaining data for regulatory 
or legal purposes. Archived data can be easily retrieved and audited, 
ensuring organiza�ons comply with industry regula�ons and legal 
mandates. 

• Sustainability: Archiving serves as a sustainable solu�on by reducing the 
environmental impact of data storage. Organiza�ons can minimize their 
carbon footprint and contribute to a greener IT ecosystem by implemen�ng 
energy-efficient storage op�ons like ac�ve local archive, tape archive with 
low power consump�on and minimal physical space requirements or cloud-
based collabora�ve centralized archive. 
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• Long-term Data Preserva�on: Archiving ensures the long-term 
preserva�on of data, protec�ng it from loss or corrup�on. With proper 
metadata enrichment and data immutability op�ons, organiza�ons can 
preserve data for future use, historical analysis, or business con�nuity. 

1.02 Overview of Archiving Types 

Archiving can be implemented through different methods, depending on data 
access dynamics and the organiza�on's requirements. Let's explore some of the 
common types of archiving: 

A. User-driven Archiving 

• Users can manually ini�ate archiving through a user-friendly web interface 
or scripts leveraging command-line interfaces (CLI). 

• Use cases:  

Researchers archiving data for future analysis, batch archiving of coherent 
file sets, or project owners archiving data sets at defined project milestones 
and wan�ng to have full control over their archiving process. 

• Benefits:  
Flexibility and user control over the archiving process. 

B. Automated Archiving 

• Automated Archiving can be implemented in mul�ple ways. It is usually 
performed using scheduled archiving tasks or watch folders. A watch folder 
is a specific folder designated for automa�c scanning by an archiving 
solu�on. 

• Use cases:  

Capturing metadata from invoicing and finance applica�ons, archiving data 
produced by IoT devices, or automa�cally archiving data transferred from 
digital storage. 

• Benefits:  
High efficiency and simple integra�on with exis�ng workflows. 

C. Integrated Applica�on-driven Archiving 

• Through REST APIs, archiving can be seamlessly integrated into business 
applica�ons. 

• Use cases:  

Data can be captured directly from business processes by automa�ng the 
archiving of all financial transac�on data without any human interven�on, 
or by integra�ng archiving into specialized healthcare applica�ons for long-
term storage of pa�ent informa�on. 
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• Benefits:  

Streamlined processes and the ability to enrich archived data with business 
metadata with minimal effort. 

In the next chapter, we will delve into each type of archiving in more detail, 
explore the benefits, use cases, and implementa�on methods. 
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2. Types of Archiving: Why & When 

Archiving is a cri�cal part of data management, but not all archiving strategies 
are created equal. In this chapter, we'll explore the different types of archiving 
and their benefits, so you can choose the right strategy for your organiza�on. 

From user-driven archiving to automated archiving and integrated applica�on-
driven archiving, we'll examine the advantages of each approach and when 
they're most appropriate. Whether you're looking for a streamlined process, 
cost-effec�veness, or compliance, we'll help you find the archiving solu�on that 
fits your needs. 

2.01 User-driven Archiving 

User-driven archiving is a type of archiving that puts the power in the hands of 
the users, allowing them to ini�ate the archiving process when suited to their 
work through a user-friendly web interface or scripts using command-line 
interface (CLI). This type of archiving is ideal for users who need to quickly and 
easily archive files and data, and who want control over the archiving process. 

This approach to archiving offers benefits to both the IT team and business 
users : 

• By ensuring IT retains control over data storage while providing users with 
control over their data archiving, this approach reduces the workload on IT 
resources and frees up �me for them to focus on new projects. Best-in-class 
archiving solu�ons enable storage administrators to pre-define archiving 
policies tailored to the specific needs and constraints of each user project, 
ready to use by the users.  

• This eliminates the need for end-users to rely on IT resources and reduces 
botlenecks in IT services, increasing efficiency and produc�vity. 

For example, user-driven archiving can be implemented for compliance long-
term archiving that requires users to add mandatory descrip�ve metadata with 
each archiving and automa�cally creates three copies of the data. Two copies 
are made on WORM tape media, with one media being stored externally in a 
remote safe, while the second copy is stored on a local object storage pla�orm 
using immutable data storage. 

A. Benefits of User-driven Archiving: 

• Flexibility: Users have control over the archiving process and can choose 
which data to archive and when to archive it, providing flexibility in 
managing data based on their needs and coherent project cycles. 
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• Customiza�on: Archive administrator can predefine archiving se�ngs to 
meet specific requirements of each business team, such as metadata 
enrichment to include the descrip�on that make sense for each project and 
make them mandatory when required, reten�on periods, and storage 
loca�ons like one copy to disk, a second to tape, a third to cold cloud 
archive. 

• Improved metadata and data usability: User-driven archiving empowers 
users to trigger the archiving process and select coherent sets of data, 
resul�ng in more precise and meaningful metadata descrip�ons. This, in 
turn, greatly improves the capacity for reusing and retrieving data over 
�me, as the data sets are beter understood and can be more easily located 
and u�lized. 

• Addi�onal benefits for the IT team:  

o Reduces botleneck on IT resources 

o Reduces opera�onal costs of workflows 

o Frees up �me for IT to work on other projects 

B. Use Cases of User-driven Archiving: 

• Biomedical Research Archiving: Store genomic data, research studies, and 
clinical trials data in an archive to facilitate collabora�on, data sharing, and 
data reuse  for future analysis or reference across research teams. 

• Manufacturing Project Archiving: Selec�ng all the files related to a 
completed stage of a project, including contracts, agreements, CAD 
drawings, bill of materials, and reports, in an archived folder for future 
reference, and being able to add project related descrip�ve metadata such 
as:  

• Energy - Nuclear: Store sensi�ve data from nuclear facili�es including 
sensor metrics, logs, quality control metrics, maintenance and repair 
reports, and more, in a centralized cold archive to ensure regulatory 
compliance, long-term risk management, and data security. 

• Include your business reason: For performing Batch Archiving over large 
sets of coherent files or data, such as project files or historical data, in a 
structured and organized manner. 

• And many more. 

C. Implementa�on Methods of User-driven Archiving: 

• User-friendly Web Interface: Users can ini�ate archiving through a web-
based interface that provides simple drag-and-drop op�on for selec�ng and 
archive data. 
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• Command-line Interface (CLI): Power users knowledgeable in the building 
of scripts can u�lize CLIs to ini�ate archiving commands, providing more 
advanced op�ons for customiza�on and integra�ng the archiving in the 
business workflow. 

D. Illustra�ve Example 

You are a researcher working on a groundbreaking study. You have a vast 
amount of data collected over the years, and you want to ensure its long-
term preserva�on for future analysis. With user-driven archiving, you can 
easily select the data you want to archive, enrich it with relevant metadata, 
and ini�ate the archiving process through a simple drag and drop of your 
data to Miria Archiving’s web interface.  

The archived data is securely stored in a designated loca�on, as determined 
with the IT storage team for the project, from among various op�ons.  

The archiving solu�on also provides ongoing monitoring of the archived 
data, ensuring that the predetermined number of copies defined for the 
project is consistently maintained. 

 

In conclusion, user-driven archiving offers businesses the flexibility and control 
to manage their data archives to meet their specific needs. Archiving policies 
can be pre-defined to ensure compliance, while providing users with the ability 
to add rich business metadata, improving data usability over �me.  

This archiving approach offers benefits across all industries. Implementa�on 
can be achieved through a user-friendly web interface or CLI, and provides 
ongoing monitoring to ensure data is safely and securely stored. Overall, user-
driven archiving empowers businesses to manage their data archives in a way 
that is tailored to their unique requirements, enabling them to make beter use 
of their data and extract greater value from it. 

2.02 Automated Archiving 

Automated Archiving is a type of archiving that offers businesses a streamlined 
and efficient way to collect, organize, and archive their files as soon as they are 
created. It consists of a so�ware solu�on that monitors predefined folders for 
new files or changes to exis�ng files, automa�cally archiving them to a 
designated loca�on without any user interven�on. This approach not only 
saves �me and effort but also ensures data is consistently and accurately 
captured, making it easier to manage and retrieve in the future. 

In this chapter, we will explore the benefits and use cases of Automated 
Archiving, and how it can be implemented in various industries to improve data 
management and enhance overall business opera�ons. 
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A. Benefits of Automated Archiving: 

• Improved efficiency and near to real-�me archiving: Automated Archiving 
simplifies the archiving process by collec�ng and organizing files 
automa�cally upon crea�on, saving �me and effort. This approach 
op�mizes storage and reduces storage TCO. 

• Beter data governance: By consistently and accurately capturing data in 
real-�me, businesses can beter manage and govern their data, ensuring 
compliance with regula�ons and standards. 

• Enhanced security: Automated Archiving ensures that data is securely 
stored and protected from unauthorized access or modifica�on. 

• Increased produc�vity: With the archiving process automated, employees 
can focus on more important tasks and projects, boos�ng overall 
produc�vity. 

• Accuracy: Files are automa�cally archived based on pre-defined rules, 
reducing the risk of human error in file organiza�on. 

B. Use Cases of Automated Archiving: 

• Autonomous Vehicle Simula�on: Archive simula�on and computa�onal 
data from autonomous vehicle tes�ng and development to enhance 
algorithm development and improve overall vehicle safety. 

• Media Management: Automa�cally archive large video or audio files as 
they are created or added to the work storage, ensuring they are preserved 
for future use or mone�za�on. 

• Industrial Manufacturing: Archive sensor data from produc�on lines in 
real-�me, enabling businesses to analyze the data for quality control, 
performance op�miza�on, and predic�ve maintenance. 

• Oil and Gas Produc�on: Collect and archive data from remote sensors 
monitoring oil rigs or pipelines, providing real-�me insights into opera�onal 
efficiency, safety, and environmental compliance. 

• Transporta�on: Archive video surveillance footage from tube transport 
systems, ensuring data is captured and stored for future inves�ga�ons or 
incident response. 

• And many more. 

C. Implementa�on Methods of Automated Archiving: 

• File System Watchers: Use built-in file system watchers or third-party tools 
that monitor designated folders or complete filesystems to trigger archiving 
ac�ons based on predefined rules. 

• Best in class archive solu�ons comes with built-in capability to monitor 
folders and automa�cally triggering archiving ac�ons as part of a larger 
workflow or business process. 
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D. Illustra�ve Example 

You are a finance manager working for a large retail company, responsible 
for genera�ng invoices for thousands of customers every month. With an 
automated archiving solu�on, you can designate a folder for your 
generated invoices.  

As soon as a new invoice is created, the solu�on automa�cally generates a 
PDF version and archives it in a designated loca�on, with metadata such as 
the customer contract number and the invoice number.  

This ensures that all invoices are consistently and accurately archived, 
making it easier to manage and retrieve them for future reference or audits. 

 

To conclude on this sec�on describing Automated Archiving, it is a powerful 
tool that offers businesses a streamlined, efficient and yet simple way to collect, 
organize, and archive their files as soon as they are created. In this chapter, we 
explored the benefits and use cases of Automated Archiving, and how it can be 
implemented in various industries to improve data management and enhance 
overall business opera�ons.  

The automated archiving process not only saves �me and effort but also 
ensures data is consistently and accurately captured, making it easier to 
manage and retrieve in the future. By leveraging the right so�ware solu�ons 
and implementa�on methods, businesses can improve efficiency, enhance data 
governance, and boost overall produc�vity. 

2.03 Integrated Applica�on-Driven Archiving 

Integrated Applica�on-Driven Archiving is a type of archiving that integrates 
with the applica�ons used by businesses to create and manage their data. It 
consists of a so�ware solu�on that automa�cally archives data generated by 
applica�ons, enabling businesses to streamline their data management 
processes and ensure data is consistently and accurately captured for its 
preserva�on.  

In this chapter, we will explore the benefits and use cases of Integrated 
Applica�on-Driven Archiving, and how it can be implemented in various 
industries to enhance overall business opera�ons. 

A. Benefits of Integrated Applica�on-Driven Archiving: 

• Simplified Workflow & Improved efficiency: Integrated applica�on-driven 
archiving automates the archiving process, saving �me and effort. 
Streamline your file management process by integra�ng archiving directly 
into your applica�ons, elimina�ng the need for manual opera�ons. 

• Enhanced data security: The archiving process can be integrated with 
security protocols and access controls, ensuring data is protected from 
unauthorized access or modifica�on. 
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• Compliance: Integrated applica�on-driven archiving can be configured to 
comply with regula�ons and standards, ensuring compliance with data 
reten�on and privacy laws. 

• Improved data accessibility: This method of archiving streamlines the 
process of adding large volumes of descrip�ve technical or business 
metadata to archived data, making it easier to locate and retrieve data. This 
not only improves data management but also enhances employee 
produc�vity by enabling quick and effec�ve access to necessary 
informa�on through a variety of relevant search criteria. 

• Consistency: Ensure that all relevant data from different applica�ons is 
consistently archived according to predefined rules, maintaining data 
integrity and compliance. 

B. Use Cases of Integrated Applica�on-Driven Archiving: 

• Finance Compliance: Archive financial records, reports, and transac�ons in 
accordance with regulatory compliance standards, ensuring financial data 
is accessible for future audits. 

• Healthcare: Archiving medical imaging data, including MRIs, CT scans, and 
X-rays, enables easy retrieval and comparison of images over �me. The goal 
is to move the high volume of data to a less expensive storage �er while 
ensuring the appropriate level of data security. 

• CRM Archiving: Automa�cally archive customer data from your CRM 
(Customer Rela�onship Management) system, based on customer status, 
ac�vity, or other criteria, for organized customer data management and 
historical reference. 

• Media & Entertainment: Media asset management archiving automa�cally 
stores digital content (e.g. video, audio, images) upon crea�on or at a 
specific project phase. This offloads data to less expensive storage �ers 
while ensuring future retrieval and distribu�on. 

• Nuclear Energy: Archiving sensor data from nuclear facili�es, including 
radia�on levels, temperature, and pressure readings, to ensure compliance 
with regulatory requirements and provide historical data for future analysis 
and problem-solving. 

C. Implementa�on Methods of Integrated Applica�on-Driven Archiving: 

• Applica�on Plugins: U�lize applica�on-specific plugins or extensions to 
integrate archiving func�onali�es directly within the applica�on's interface, 
streamlining the process and enabling automa�on. These plugins can be 
developed by leveraging the API (Applica�on Programming Interfaces) of 
the archiving solu�on to seamlessly connect with the applica�on. The use 
of plugins is common among applica�ons that offer mul�ple integra�ons 
and have consolidated their integra�on process using this type of layer. 
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• Direct API Integra�on: U�lize the APIs provided by the archive applica�ons 
to develop custom archiving integrated with the applica�on's data and 
func�onali�es in the core of its func�ons. 

D. Illustra�ve Example 

You are a post-produc�on project manager in charge of adjus�ng the colors 
of a video sequence for a feature film. With integrated applica�on-driven 
archiving, you can use a plugin that allows you to automa�cally archive your 
edited video sequence to a designated loca�on within your media asset 
management system. This offloads the high volume data from your storage 
system, making it easier to switch to your next project and ensuring easy 
retrieval and distribu�on of the final video sequence in the future. 

 

In conclusion, Integrated Applica�on-Driven Archiving provides businesses 
with an efficient and streamlined method of archiving data generated by 
applica�ons. This type of archiving can be configured to comply with 
regula�ons and standards, ensuring data is consistently and accurately 
captured for its preserva�on. With benefits such as improved efficiency, 
enhanced data security, compliance, and improved data accessibility, 
Integrated Applica�on-Driven Archiving can be implemented in various 
industries to enhance overall business opera�ons.  

By u�lizing applica�on plugins or extensions, or direct API integra�on, 
businesses can seamlessly integrate archiving func�onali�es into their 
applica�ons, elimina�ng the need for manual opera�ons. Overall, Integrated 
Applica�on-Driven Archiving provides businesses with an effec�ve solu�on for 
improving data management processes and increasing produc�vity. 
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3. What Types of Storage for Your Archived Data  

Archiving your data is not just about storing it, but also ensuring that it is easily 
accessible and available when needed. In this chapter delves into the different 
types of storage op�ons available for archived data. The storage of archived 
data is crucial as it determines the accessibility, durability, and overall 
preserva�on of the data. We will explore three different types of storage: 

• Ac�ve Local Archive,  

• And two forms of Cold Archives. 

Each type of storage has its own advantages and disadvantages, and it is 
essen�al to understand which type of storage is best suited for a par�cular data 
archiving strategy. 

3.01 Ac�ve Local Archive 

The Ac�ve Local Archive is a proximity storage solu�on that enables quick and 
efficient access to frequently accessed data. It is ideal for data that is s�ll in use 
and requires high-performance access, while also ensuring secure long-term 
reten�on.  

In this chapter, we will discuss the reasons for selec�ng an Ac�ve Local Archive 
and explore the various technologies that can be leveraged for op�mal results. 

A. Criteria for selec�ng an Ac�ve Local Archive 

• Quick Access:  This is probably the most important criteria for businesses 
or applica�ons that requires immediate access to their archived data, such 
as financial ins�tu�ons or healthcare providers that need to quickly retrieve 
pa�ent records or transac�onal data.  

Archived data is stored in a storage medium that allows for fast retrieval 
and access, reducing the �me and effort required to locate and retrieve 
archived data.  

• Scalability: As the volume of data grows, the storage solu�on must be able 
to accommodate the increased capacity. 

A scalable local archive accommodate data growth and prevent storage 
space issues, which is crucial for businesses that expect rapid data growth 
or need to keep archives for extended periods. 

 

 

 

 

 



 

 
  An Atempo Paper – Page 14 

• Data Security: Ensuring the security and integrity of archived data is cri�cal, 
par�cularly for organiza�ons dealing with sensi�ve or confiden�al data. To 
ensure the security and integrity of archived data, especially for sensi�ve 
or confiden�al data, a local archive should have strong security features 
that prevent unauthorized access, modifica�on, or dele�on. These features 
may include encryp�on, access controls, audit trails, and other security 
measures that ensure data protec�on throughout its lifecycle, from 
archiving to retrieval and dele�on. 

B. Storage Mediums for Ac�ve Local Archive 

Ac�ve local archive is a cu�ng-edge approach to data storage that keeps 
your archived data readily accessiblewhile ensuring its security and 
preserva�on. 

• Nearline storages: Two types of storage technologies are commonly used 
for ac�ve local archives as described below. 

o NAS-like storage u�lizes Solid State Drives (SSDs) and provides 
tradi�onal file system access to the archived data.  

o Nearline object storage is based on SSDs, and offers fast access to 
the archived data, making it suitable for scenarios where quick 
retrieval is important. Object storage is a data storage technology 
that stores data in a non-hierarchical structure without a tradi�onal 
file system. It provides faster access to archived data and allows for 
addi�onal capacity without the limita�ons of file systems, resul�ng 
in �me saved during data access. 

• Tape library: Tape libraries are a popular choice for archive storage due to 
several reasons: high capacity and low cost per gigabyte, longer shelf life, 
scalability, low energy consump�on, security, and reliability. Another 
advantage of tape libraries is the capability to externalize data and have a 
disaster recovery plan in place for the archive content, which is par�cularly 
useful for businesses having a strong requirement for long term 
preserva�on of their data. Tape library is also a cost-effec�ve op�on for 
long-term data reten�on, as the cost per terabyte is o�en lower than other 
storage op�ons. 

• Cloud Storage: While cloud storage may not seem like the most obvious 
choice for a "local" archive, it is o�en used as a fast and cost-effec�ve op�on 
for collabora�ve nearline archive storage. With the installa�on of a specific 
fast connec�on to the cloud, called ExpressRoute with Azure or Direct 
Connect with AWS, cloud storage providers can offer quick access to data 
sets. This makes it possible for businesses to use it as a collabora�ve central 
archive accessed between several loca�ons.  

Addi�onally, cloud storage is scalable, reducing the need for upfront 
investments in hardware. Cloud storage providers also offer robust data 
security measures, ensuring that archived data is protected from 
unauthorized access or loss.  
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However, businesses should exercise cau�on regarding the cost of data 
egress, which can be expensive. Addi�onally, ExpressRoute is not a cheap 
op�on. 

C. Guiding The Choice of Storage Layer Suppor�ng the Archive 

When choosing the type of storage, it's important to consider the specific 
needs and use cases of the organiza�on and iden�fy the key criteria guiding 
the choice. 

Storage Type  
 
Criteria 

Nearline  
NAS 

Nearline  
Object 

Storage 

Tape  
Library 

Cloud  
Storage 

Quick Access 4 5 2 3 

Scalability 2 3 4 5 

Security 4 5 5 4 

Cost Effectiveness 3 4 5 3 

Sustainability 2 3 5 4 

Note: The scale used for the scoring ranges from 1 to 5, with 5 being the highest score. 

For example, if quick access to large volumes of data is a top priority, 
nearline object storage would be the best choice. On the other hand, if 
scalability is a major concern and the business allows the �me to perform 
a data retrieve from tape, a tape library might be the best solu�on.  

Finally, if storage sustainability and scalability are the main decision factor, 
tape library would be the best choice, followed closely by Cloud storage. 

In conclusion, the Ac�ve Local Archive is an excellent storage solu�on that 
provides quick and efficient access to frequently accessed data. Scalability and 
data security are key criteria to consider when selec�ng an Ac�ve Local Archive. 
Nearline NAS and nearline object storage are popular op�ons due to their 
speed and efficiency. Tape libraries are a cost-effec�ve and reliable op�on for 
long-term data reten�on, while cloud storage is a counter-intui�ve yet fast 
op�on for collabora�ve nearline archive storage. However, businesses should 
exercise cau�on regarding the cost of data egress and the expensive 
ExpressRoute. When choosing the type of storage, it's essen�al to consider the 
specific needs and use cases of the organiza�on and iden�fy the key criteria 
guiding the choice, and our above scoring table can be a useful tool in making 
an informed decision. 
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3.02 Cold Archives for Long Term Storage 

Data storage is a cri�cal aspect of modern business opera�ons, and as data 
volumes con�nue to grow at an unprecedented rate, organiza�ons are 
constantly seeking innova�ve ways to store and manage their data efficiently.  

One such approach is cold archiving, which provides a cost-effec�ve storage 
solu�on for long term archived data that is infrequently accessed. Cold 
archiving comes in two types: the Cold Local Archive and the Deep Cold 
Archive.  

In this chapter, we will delve into these two types of cold storage and explore 
their benefits, features, and criteria for selec�ng the most suitable cold storage 
pla�orm to support a cold archive. 

A. Business Reasons for Implemen�ng a Cold Archive 

Before delving into the technical aspects of cold archives, it's important to 
understand the business drivers leading to the crea�on of a cold long-term 
archive. This solu�on has become popular for secure and durable 
preserva�on of data over extended periods of �me. 

• Regulatory compliance requirements: Many industries are required to 
retain data for extended periods to comply with legal or regulatory 
obliga�ons. 

• Historical record-keeping: Organiza�ons that need to preserve historical 
records or informa�on for future reference may require a cold long-term 
archive. 

• The need for future analysis and the search for cost efficiency: Archived 
data can provide valuable insights for future analysis, making a cold long-
term archive a valuable resource for data-driven businesses. Compared to 
other storage op�ons, cold long-term archives are typically more cost-
effec�ve, enabling businesses to save on storage costs. 

• Intellectual property preserva�on: Businesses may need to preserve 
intellectual property or proprietary informa�on for extended periods of 
�me, making a cold long-term archive a viable op�on. 

B. Criteria for selec�ng a Cold Archive for Long Term Storage 

When it comes to long-term storage of data, businesses need to carefully 
consider the criteria for selec�ng a cold archive solu�on. In this sec�on, we 
will discuss the two key criteria for selec�ng a cold archive: scalability and 
cost effec�veness, as well as data preserva�on. 

 

 

 



 

 
  An Atempo Paper – Page 17 

• Scalability and Cost Effec�veness: As the volume of data grows, the storage 
solu�on must be able to accommodate the increased capacity at a cost that 
is adequate to the volume of data stored and the security level associated. 

A scalable long term archive ensures that businesses can con�nue to store 
and manage their growing data archives without having to worry about 
running out of storage space or having to switch to a new storage solu�on. 

This is par�cularly important for businesses that an�cipate rapid data 
growth or need to keep archives for extended periods of �me. 

• Data Preserva�on: The preserva�on of data is crucial for cold archive 
storage, especially for organiza�ons dealing with sensi�ve or confiden�al 
data.  

A scalable long term archive must have robust security features to protect 
archived data from unauthorized access, modifica�on, or dele�on. This can 
include encryp�on, access controls, audit trails, and other security 
mechanisms to ensure that data is protected throughout its lifecycle, from 
archiving to retrieval and dele�on. The long-term preserva�on of data is 
essen�al for businesses that require compliance with regula�ons or 
preserva�on of historical records. 

C. Cold Archiving and Associated Media Storage 

The two types of cold archive to consider for long term data preserva�on 
are Cold Local Archive and Deep Cold Archive.  

• Cold Local Archive provides a local and cost-effec�ve storage op�on for 
long-term archived data, o�en leveraging tape storage for its durability and 
affordability.  

Tape libraries are the ideal choice for implemen�ng a Cold Local Archive 
due to their high capacity and low cost per gigabyte, scalability, energy 
efficiency, security, and reliability. 

Another strong argument for using tape libraries is the capability to 
externalize data and have a very accessible disaster recovery plan in place 
for the archive content, which is par�cularly useful for businesses having a 
strong requirement for long term preserva�on of their data.  

• The Deep Cold Archive is a remote and cost-effec�ve storage op�on for 
archived data. This type of archive, typically cloud-based, is designed for 
long-term data reten�on at a low cost. It's ideal for data that is rarely 
accessed, but s�ll needs to be stored for regulatory or compliance 
purposes. 

Examples of "deep cold" archive solu�ons include Amazon Glacier and 
Microso� Azure Archive Blob Storage.  

These solu�ons offer very low-cost storage for data that is accessed less 
than once per year, making them suitable for archiving large amounts of 
data like files, historical records, and other types of data that do not require 
frequent access but s�ll need to be stored for extended periods. 
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New Gen2 and Gen3 cloud storage offers are also available that offer 
different approach: Wasabi for instance does not price differently cold �ers, 
Storj offers a distributed almost collabora�ve approach to cloud storage. It 
is recommended to take the �me to study the offer available. 

D. Guiding the Choice of Storage to Implement a Cold Archive 

When choosing the type of storage to support your cold archive, it's 
important to consider the specific needs and requirements of your business 
use case in order to iden�fy the key criteria guiding the choice: 

 

        Storage Type  

Storage Type 

 
Criteria 

Tape  
Library 

Cloud  
Storage 

Data Sovereignty 4 3 

Data Durability 4-5 4 

Data Security 4 4 

Cost-effectiveness 5 3 

Cost predictability 5 4 

Risk of vendor lock-in* 3 2 

Note: The scale used for the scoring ranges from 1 to 5, with 5 being the highest score. 

Detailed descrip�on of criteria in the above table: 

• Data Sovereignty: The degree to which the storage solu�on guarantees 
control and ownership over the data to the user, including compliance with 
data regula�ons and privacy laws. 

• Data Durability: The storage solu�on's capacity to guarantee the long-term 
reten�on and preserva�on of data is essen�al, including its resistance to 
hardware failure, data corrup�on, and natural disasters. It's worth no�ng 
that while tape media has good durability, it may require some 
management to migrate data from one LTO genera�on to the next. 
However, modern solu�ons like Miria Archiving can manage this process 
seamlessly. 

• Data Security: The degree to which the storage solu�on protects the data 
from unauthorized access, modifica�on, or dele�on, including encryp�on, 
access controls, and other security mechanisms. 

• Cost predictability: The level of certainty regarding the cost of storage over 
�me, including transparency of pricing and poten�al hidden fees or 
charges. 
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• Vendor lock-in: The degree to which the storage solu�on is proprietary or 
interoperable with other systems, including the ability to migrate data to 
another solu�on without major disrup�ons or costs. 

It should be noted that a modern archiving solu�on like Miria Archiving 
mi�gates this risk by managing data and integra�ng with various storage 
solu�ons, ensuring that data can be easily moved when and where needed. 

In conclusion, cold archiving provides a cost-effec�ve and efficient solu�on for 
long-term storage of infrequently accessed data. It's important to carefully 
consider the business reasons for implemen�ng a cold archive, such as 
compliance obliga�ons, preserva�on of historical records, and cost efficiency, 
as well as the key criteria for selec�ng the appropriate storage solu�on, 
including scalability, data preserva�on, cost-effec�veness, and vendor lock-in.  

Tape libraries and cloud storage are both viable op�ons, and businesses should 
choose based on their specific needs and requirements.  

Finally, modern archiving solu�ons like Miria Archiving can help mi�gate the 
risk of vendor lock-in by managing data and integra�ng with various storage 
solu�ons. 
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4. Real Miria Archiving Use Cases  

4.01 What is Miria Archiving  

Miria Archiving so�ware is a comprehensive solu�on that offers organiza�ons 
a reliable and cost-effec�ve way to manage their long-term data storage needs. 
It is designed to help organiza�ons overcome the challenges of managing 
growing volumes of data while addressing compliance requirements and 
minimizing legal and financial risks. 

The main advantages of Miria Archiving so�ware are: 

• Data-centric - It allows organiza�ons to enrich their archives with custom 
metadata, making it easier to search and retrieve data and support data 
governance.  

• Storage versa�lity - It can be deployed on any storage medium, including 
tape, cloud, or disk-based solu�ons, depending on the organiza�on's 
specific needs and constraints. This makes it an ideal solu�on for 
organiza�ons looking to implement a hybrid archiving strategy that 
leverages mul�ple storage technologies. 

• Storage agnos�c & agility – Miria provides an adaptable archiving strategy 
that allows organiza�ons to make changes over �me. The archived data and 
metadata are not �ed to a specific storage solu�on, providing flexibility to 
choose the most suitable storage for the organiza�on's needs. Miria 
so�ware enables an agile archive, allowing organiza�ons to easily relocate 
the archive as needed. 

• Scalability - Miria Archiving easily manages mul�-petabyte scale archives 
and allows organiza�ons to easily expand their storage capacity as their 
data storage needs grow. This scalability makes it a cost-effec�ve solu�on 
for organiza�ons looking to manage their long-term data storage needs 
without incurring significant costs. 

• Security - It offers several security features, including air gap cold archiving 
and encryp�on, to help organiza�ons protect their archived data against 
cyber-atacks and other security threats. These security features are 
par�cularly important in a post-COVID world where the risk of ransomware 
atacks and other cyber-atacks has increased significantly. 

Overall, Miria Archiving so�ware is a comprehensive solu�on that helps 
organiza�ons meet their long-term data storage needs by providing reliable, 
scalable, and secure archiving capabili�es. 

By leveraging this so�ware, organiza�ons can ensure the long-term availability 
and security of their cri�cal data while also minimizing the costs and risks 
associated with long-term data storage. 
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Expected Capabilities  
Summary 

Miria  
Archiving 

User-driven Archiving  ✓ 

Automated Archiving ✓ 

Integrated application-driven Archiving  ✓ 

Active Local Archive (Active Archive) ✓ 

Cold Archive for Long Term Storage  ✓ 

Tape Library ✓ 

Cloud Storage  ✓ 

Object Storage  ✓ 

Scale-Out NAS / Parallel Filesystems, etc. ✓ 

Metadata enrichment ✓ 

In summary, Miria Archiving so�ware is a comprehensive solu�on that enables 
organiza�ons to meet their long-term data storage needs by offering reliable, 
scalable, and secure archiving capabili�es. By u�lizing this so�ware, 
organiza�ons can ensure the long-term availability and security of their cri�cal 
data while minimizing costs and risks associated with long-term data storage. 

Miria Archiving use cases span a wide spectrum, catering to diverse storage and 
retrieval requirements: 

• Data preserva�on for legal or insurance purposes with zero data 
restora�on (and immutable data protected against modifica�ons). This is 
o�en in the form of a central archive consolida�ng data from mul�ple 
geographically distributed sites. 

• Ac�ve and collabora�ve archives serving mul�ple sites, where data is 
enriched and shared, with frequent data restora�on. 

• A scenario that falls between the two extremes, with project-based or site-
based archives featuring variable data restora�on. 

In the following sec�ons, we will cover three specific use cases, showcasing the 
versa�lity and effec�veness of Miria Archiving solu�on across different 
industries and requirements. 
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4.02 Use case #01: Centralized Cold Archive - Minimal Egress 

Use case: 

An energy company with loca�ons on both the east and west coasts of the US, 
with each site having 10+ users. 

• HPC research and simula�on centers at each loca�on generate enormous 
amounts of data. 

• The company company uses Lustre on one data center and GPFS on the 
other one. 

• The archive currently stands at 1PB and is growing rapidly. 

• Users have very few need to access data archived by the other team. 

 

Requirements & Constraints: 

The solu�on must: 

• Support data restore by enabling cross-restore capability across different 
storage pla�orms. 

• Accommodate both on-demand archiving and automated archiving to 
provide flexibility in archiving data. 

• Ensure data security by storing sensi�ve data on a private cloud storage 
instead of public cloud storage. 

• Meet legal requirements by preserving data for a minimum of 40 years. 

 

Solu�on implemented using Miria: 
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The solu�on is: 

• Enabling users to search, retrieve data when needed using the web 
interface of Miria Archiving, 

• Providing automated scheduled archiving of daily work, 

• Integra�ng with Business Applica�ons via API for seamless archiving, 

• Using object storage pla�orms for private cloud storage and fixed egress 
costs. 

 

Benefits: 

• Predictable cost 

• Compliance 

• Agility 

4.03 Use case #02: Collabora�ve Archive for Geo-Remote Sites 

Use case: 

A Media & Entertainment post-produc�on company, 

• Two sites, one located in France, and the other one on the West Coast in 
the US 

• Each team has a local NAS storage (Qumulo or DDN depending on the site), 
and a Quantum StorNext shared storage for edi�ng sta�ons 

• Users need to be able to search the data archived by the other site to be 
able to retrieve and use it locally 

 

Requirements & Constraints: 

The solu�on must: 

• Have an archive with a central storage repository that can be accessible 
from both sites  

• Support the archiving of daily jobs made of hundreds of TB of data 

• Integrate with the Media Asset Management (MAM) solu�on used by the 
company 
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Solu�on implemented using Miria: 

 
The solu�on is: 

A central archive using a public cloud storage as the archive repository 

• Enabling users to archive and retrieve data directly from their MAM. 

• Offers the users the capability to use Miria’s Web interface to search and 
preview media assets archived if needed. 

• Miria also provides addi�onal services to the IT team by doing data 
protec�on for the NAS and the StorNext servers, using Miria Backup 
module. 

 

Benefits: 

• Federated archive that simplifies remote team collabora�on 

• Single and central archive server 

• Controlled storage costs 

• Easy integra�on with key business applica�on (MAM) 

• Archive & Backup from a single solu�onUse case #03: Mul�-Sited Local 
Archiving 
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4.04 Use case #03: Mul�-Sited Local Archiving 

Use case: 

A manufacturing company operates mul�ple factories globally. 

• E ach factory has two produc�on lines, each equipped with local NAS 
storage, and connected to the same network. 

• Over 60 metrology sta�ons exist on each produc�on line, con�nuously 
genera�ng data stored on the local NAS storage. 

• The data collected is u�lized for post-produc�on quality control purposes. 

• Each site generates 2 to 3PB of data. 

 

Requirements & Constraints: 

The solu�on must: 

• Enable fast access to the data archived at produc�on �me for sales, 
mi�ga�ng hot line calls from customers and partners. 

• Accommodate both on-demand data retrieval and automated archiving. 

• Handle high volumes of data efficiently. 

• Offer a fallback solu�on in case of incidents on the primary archive. 

• Preserve data for a minimum of 40 years as per legal requirements. 

• Support small files with an average size of 100KB. 

• Handle lots of daily data retrieves. 

• Ensure compliance and data security for compe��ve reasons. 

 

Solu�on implemented using Miria: 
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The solu�on is: 

• Implemented locally by each storage unit 

• Automa�c archiving that collects data produced by the metrology sta�ons 
on each local NAS and performs an archiving job to two targets: 

o One on a local tape library 

o A second one on the tape library located in the second line of 
produc�on via the same network 

• Sales are able to access archived data using Miria Web UI, by crea�ng 
batches of data recall based on customers PO., directly from the local tape 
library on each site. 

 

Benefits: 

• Predictable cost 

• Very flexible search using business metadata, 

• High capacity 

• Built-in fallback implemented with dual archiving target 

• Fast archiving of batch of small files 

5. Conclusion 

In conclusion, effec�ve archiving strategies are essen�al for organiza�ons to 
manage data in a dynamic and sustainable manner.  

By implemen�ng various archiving types and storage op�ons, such as user-
driven archiving, automated archiving, integrated applica�on-driven archiving, 
ac�ve local archive, and cold archive for long-term storage, organiza�ons can 
ensure that their data remains relevant, accessible, and valuable for the long 
term. Addi�onally, enriching archived data with metadata adds further value. 

It is beneficial to understand that successful implementa�on of sustainable 
archiving strategies require a dynamic and adap�ve approach that ensure the 
data remains independent of any specific storage pla�orm. This way, the 
archive can adapt over �me and remain relevant and usable, even if the 
situa�on or business needs change.  

We hope this guide has provided valuable insights and prac�cal �ps on how to 
effec�vely manage and preserve data for the long-term.  
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6. Appendix  

6.01 About Miria, the Data Management Pla�orm 

Miria Archiving service described above is one out of the five complementary 
services offered by Miria Data Management Pla�orm:  

 • Backup for the protec�on of 
organiza�ons files and unstructured 
storage against disaster.  

• Migra�on for reloca�ng files/folders with 
their associated user rights to another 
storage on premise or in the cloud. 

• Mobility for empowering end users with 
secured and high-performance data 
movement or replica�ng/ synchronizing 
remote storage of different technology or 
storage. 

• Analy�cs for scanning the file storages of 
an organiza�on and streamlining file 
placement and reducing storage costs. 

6.02 About Atempo 

Atempo is an independent so�ware company based in Europe with an 
established global presence, providing solu�ons to protect,  store, move and 
retrieve all cri�cal data for thousands of businesses worldwide. With over 
30years of experience in data protec�on, Atempo offers a complete range of 
proven solu�ons for backing up physical and virtual servers, worksta�ons and 
migra�ng very large volumes of data between different storage systems.  

Atempo has been recognized by the top global research firms, including 
Gartner as Representa�ve Vendor in the Gartner Market Guide for Hybrid 
Cloud Storage 2022 (three consecu�ve years), by GigaOM in its 2022 Radar for 
Data Migra�on as a Challenger and Fast Mover moving into Leadership, and by 
Coldago Research as one of TOP 3 key players in the market in its 2022 Map for 
Unstructured Data Management. 

Atempo's three flagship solu�ons, Lina, Miria and Tina, are labelled "Used by 
the French Armed Forces"  and "France Cybersecurity". Selected as part of the 
French Tech 120 government program to create 25 unicorns by 2025, the 
company, headquartered in Paris, has a powerful network of value-added 
wholesalers, resellers, manufacturers, integrators and managed service 
providers. 

For more informa�on:  www.atempo.com 

www.atempo.com
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