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Executive Summary 

With the renewed focus on security and disaster recovery, information technology (IT) professionals are being challenged to find the best means to comprehensively protect their organization’s data assets. Effectively backing up and managing business-critical information, particularly the growing amount stored on distributed desktop, remote and laptop computers, represents one of the greatest components of this challenge. Complicating the problem is the fact that while the importance of business information is increasing, so is the difficulty of protecting and keeping it available. This is due, in part, to the increasing data volume on desktop and laptop computers and the increasing complexity of the software and hardware on these machines.

The financial impact of information loss is high. It is costly to recreate lost data and there are significant related costs such as lost productivity and lost opportunity. (Consider the impact of a sales representative losing all customer and prospect contact information on a laptop computer due to a hard disk crash.) In addition, it is costly to keep desktop and laptop computers up and running. Bringing a loaded computer back up to full operation after the loss of operating system software is a complicated and time-consuming process.

Most available storage management and backup software products come up short in providing complete protection for all critical information, especially information stored on desktop and laptop computers. They also come up short in providing comprehensive recovery tools that can easily find and restore lost data, as well as quickly bring desktop and laptop computers to full operation after software or hardware failures.

What is required is a new approach to data storage management and protection. The ideal solution must address local storage on desktops and laptops as well as distributed server storage. It must also allow quick and easy recovery from any type of information loss, including simple user errors, failed software installations, hardware failures, and lost or stolen laptops.

Atempo®, Inc. has a fresh approach to enterprise storage management and data protection with its Atempo LiveBackup® software solution. LiveBackup has unique capabilities that enable it to meet the requirements for today’s modern workforce and networked environments. LiveBackup is the only true real-time data protection solution to back up and centralize distributed laptop and desktop data. It provides continuous, real-time data protection, backing up file changes as soon as they are made, meaning recovered data is always as recent as the last save. It also provides easy-to use recovery tools for both end-users and IT administrators.
This paper discusses:

· The challenges in managing data from a modern workforce of distributed PCs

· The costs associated with PC data loss and disaster recovery

· The 14 requirements IT professionals should look for in a data protection solution

· How Atempo LiveBackup's unique, real-time backup architecture meets the requirements 

The New Challenges of Desktop and Laptop Management

Today, IT professionals face the daunting challenge of keeping the growing number of desktop and laptop systems up and running, and protecting the critical information stored on them. The rapidly growing number of occasionally connected mobile and remote users further exacerbates this challenge.

Increased vulnerability of desktop and laptop storage

According to Bear Stearns, more than 50 percent of critical data is now stored on desktop and laptop computers. This data is outside the reach of most enterprise storage management software products and is at risk to loss. To get around the problem, many IT departments have encouraged their users to store critical data on network servers to bring it within the reach and control of enterprise storage management and backup software. This policy, however, has met with only limited success. Laptop computers present a particularly difficult storage management and backup problem in that most are only occasionally connected to a network and must be able to work offline. This makes storing active data on servers impractical.

Increased complexity of desktop and laptop computers

Today’s desktop and laptop computers are far more complex than those of just a few years ago. Not only have operating systems become more complex, but also the number and complexity of applications has increased dramatically. The result is that restoring desktop and laptop systems to full operation after a failure, such as a system file corruption or a hard disk crash, is time-consuming, and requires the intervention of highly skilled technical support personnel.

The Pitfalls Are Many and The Costs Are High

There are many ways that users can corrupt or lose information, including inadvertent file deletion, inadvertent file overwrite, new software install, lost or stolen computer, hardware failure, virus or hacker attack, and natural disaster. In any case, the cost of restoring the lost information, or restoring a computer to operation after a hardware or software failure, is high.

As Table 1 on the following page shows, the annual cost attributable to data loss is roughly $800 per PC*. The cost is high because storage loss not only requires the efforts of technical support people to recover the lost information but it also negatively impacts employee productivity due to system unavailability. Multiply that $800 by the total number of PCs in the organization and the potential impact of storage loss on profitability becomes apparent.

Table 1. Annual Costs Attributable to Data Loss
	System Troubleshooting Scenarios
	Without LB

	Lost Productivity, typical employee
	 

	Time (in minutes)
	90

	Cost
	$37.50 

	Help-Desk Support
	 

	Time (in minutes)
	90 

	Cost
	$112.50 

	Subtotal
	$150.00 

	Average number of incidents per year (per PC)
	2.3

	Annual Cost (per PC)
	$348.46 

	
	

	File Recovery Scenarios
	 

	Lost Productivity, typical employee
	 

	Time (in minutes)
	60 

	Cost
	$32.50 

	Help Desk Support
	 

	Time (in minutes)
	20 

	Cost
	$25.00 

	Subtotal
	$57.50 

	Average number of incidents per year (per PC)
	4.6

	Annual Cost (per PC)
	$265.83 

	
	

	Disaster Recovery Scenarios
	 

	Bare-metal Restore Time (in hours)
	4.6

	Lost Productivity, typical employee
	 

	Time (in minutes)
	277

	Cost
	$150.25 

	Help-Desk Support
	 

	Time (in minutes)
	150

	Cost
	$187.50 

	Subtotal
	$337.75 

	Average number of incidents per year (per PC)
	0.5

	Annual Cost (per PC)
	$172.34 

	
	

	Total Cost, one year (per PC)
	$786.63 


*Based on an organization with 1,500 laptops and 5,000 desktop PCs.  Assumptions:  68% increase in maintenance costs for laptops vs. desktops; Average employee salary of $25.00/hr plus 30% burden; Help desk costs estimated at $75 per hour; Incidents per year calculated using weighted averages using a base rate of 4 file loss events per year, and 2 software configuration problems per year (for desktops); For disaster recovery, one incident is assumed over the life of the PC for initial imaging (18 months for laptops or 36 months for desktops) plus one possible incident in ten PCs (0.1).
The high cost of data and system loss can more than offset the costs of providing effective protection. The plummeting prices and increasing capacities of storage devices allow organizations to cost justify client-side protection through storage management software that replicates critical data as well as system and application software in centralized storage facilities. A storage management solution can easily pay for itself in a short period of time.

The Requirements for a Solution

Organizations need a storage management and data protection solution that enables them to cope with the rapidly increasing storage volume, especially the increasing proliferation of data on desktop and laptop computers, and the increased complexity of desktop and laptop computers. To be effective, the solution must meet a number of requirements.

Protection of recoverable as well as unrecoverable data

There are three types of information stored on laptops and desktops:

· Recoverable information. Information such as operating system or application software that can be recovered through reinstallation if lost.

· Unrecoverable information. Information such as data, documents, presentations, or spreadsheets that cannot be easily recreated, if they can be recreated at all.

· Temporary information. Information, such as scratch files, that is created and used by applications only while they are running and typically deleted when the application is closed.

The ideal storage management solution should address the protection of recoverable as well as unrecoverable information. The need to protect unrecoverable data is obvious. Unless this data is protected, it must be manually recreated if it is lost. The solution should also protect recoverable data. Although this information may be recoverable through reinstall, the process can be extremely time-consuming and costly—in reinstalling an updated application, a user must install the application plus all the updates. In addition, the user must reset all preferences and options to restore the application to its exact state prior to the loss.

Protection of mission-critical data

As the above section suggests, the ideal storage management solution must provide comprehensive, up-to-the-moment data protection. It must not rely on a schedule, because data loss incidents do not occur on a set schedule. And more often than not, the most valuable information an end-user has is mission-critical, which means it has either just been created or is being continually modified for the task at hand.

Easy-to-use recovery tools

A storage management solution that cannot recover lost data is not very useful. This in mind, the ideal management and backup solution should provide recovery tools that make it easy for users and IT to bring back lost files and systems. These tools should include:

· Self-serve file recovery.  Users should be able to recover from simple file loss on their own, without burdening IT.

· Fast system restores.  In the case of a malfunctioning system due to corruption or a virus attack, the ideal solution should allow all files to be restored quickly to a previous good state.

· Bare-metal disaster recovery.  When disaster strikes and a PC becomes unbootable, or when a laptop is lost or stolen, the ideal storage management solution should allow entire systems and settings to be easily rebuilt.

Protection of occasionally connected computers

Most current enterprise storage management products deal primarily with server data. But since more than half of all critical data is stored locally on desktop and laptop computers, it is essential that this data be effectively managed along with server data.

The ideal storage management solution should provide complete protection for desktop and laptop computers. Complete protection must encompass occasionally connected computers, such as laptops, as well as continuously connected computers. This means that the solution should provide some form of protection while the computer is disconnected from the network. In addition, the solution should provide storage management synchronization when the computer is reconnected to the network.

Automatic operation

It is important that the solution provide protection without requiring end-user intervention and without interrupting system availability to perform cumbersome backup procedures. Protection should be automatic and proactive to minimize the delay in replicating new or changed data. Ideally, new or changed data should be replicated as soon as it is committed to the disk drive, such as whenever a file is saved or closed. Furthermore, the solution should automatically protect files that usually remain open during the entire PC session, such as email databases, without requiring any user action.

Mirroring and versioning

To ensure the ability to recover from data loss, the solution should replicate all non-temporary data to a storage device that is physically separate from the machine to be protected. This is typically accomplished through mirroring to a backup storage device such as a network server. The user can quickly recover from hardware failure by accessing the redundant storage.

In addition to mirroring, the system should provide a versioning capability, that is, it should allow the user to roll files back to a particular previous version. This allows a user to recover from inadvertent changes made to the files. For example, it allows the user to return to an earlier operating version of a system if a problem occurs during the installation or update of an application that breaks the application, or worse yet breaks the operating system. With versioning, the user can simply roll back to the previously working version of the application system. This is far easier than having to reinstall the original application plus all its updates and resetting all preferences and options, and possibly even having to reinstall the operating system.

Compression

The volume of data being stored on networks is growing dramatically. As a result, the volume of backup data that must be stored by a storage management solution is also climbing. The ideal storage management solution must maximize the storage efficiency of this backup data as well as the efficiency of its transmission over the network. To do so, the solution should employ data compression and eliminate redundancies and temporary data in the backup data repository.

Transparency

If users are to embrace client backup, the backup process must not noticeably impact the performance of their desktop or laptop PCs. The ideal storage management and backup software should operate transparently in the background, allowing users to continue their work with little or no interruption or delay. 

Minimal impact on network performance

In addition to being transparent to the end user, the ideal storage management solution should not noticeably degrade network performance. One of the primary reasons organizations do not perform frequent backups today is that with traditional storage management software, backups over the network can negatively impact network performance. As result, many companies perform backups during off hours to minimize the impact of the slowdown on employee productivity. This exposes data to loss. A storage management solution that minimizes network loading permits companies to perform backups as needed during the day to ensure a high level of data protection.

Enterprise orientation and scalability

To qualify as a true enterprise solution, a storage management system must be scalable to accommodate the entire enterprise. This means it must be able to handle multiple servers spread across wide geographical areas. The solution should leverage technologies such as clustering and load balancing to support hundreds, even thousands of client computers.  It also must support various network infrastructures and firewall configurations.

Centralized administration

Network administration and management represent a major component of the total cost of network ownership. As a result, it is important that the ideal storage management solution help keep administration costs under control by permitting centralized administration and control. The administrator should be able to install, configure, and administer storage management client software from a central location, without traveling to each client site. This includes the ability to manage storage on laptop computers and remote desktop computers such as those used by telecommuters. 
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Atempo LiveBackup: Meeting the Requirements

Atempo LiveBackup delivers the capabilities that organizations need to meet the storage management and data asset protection challenge, including:

· Protection of recoverable and unrecoverable information

· Protection of mission-critical data

· Protection of occasionally connected computers

· Self-serve file recovery

· Easy recovery of entire systems

· Bare-metal disaster recovery

· Automatic operation

· Integrated mirroring and versioning

· Efficient data storage through compression/redundancy elimination

· Transparency 

· Minimal impact on network performance

· Enterprise orientation and scalability

· Network and firewall-friendly HTTP-based architecture

· Central administration

LiveBackup provides these capabilities using advanced storage management technology that ensures the highest level of protection for valuable data. Designed for the enterprise, LiveBackup can support even large networks. Best of all, LiveBackup helps reduce the impact of user errors and hardware and software failures on business operations, and that goes right to the bottom line.

Comprehensive data and software protection

LiveBackup provides unparalleled protection for data and operating software, whether it resides on network servers, desktop workstations, or laptop computers. Its comprehensive protection integrates both versioning and mirroring.

Mirroring and versioning


LiveBackup provides comprehensive data protection by mirroring selected information from desktop computers, laptop computers, and network servers to the LiveBackup server or to other network servers such as NetWare or NT. Recovery of mirrored information is fast and easy. To recover lost data, the user simply performs a file recover operation that restores the mirror copy from the backup server.

LiveBackup augments mirroring with a versioning capability that maintains an audit trail of all changes to specified files, so users can easily roll back to previous file versions if the current versions are damaged. Versioning is particularly effective in minimizing the impact of failed software installs or upgrades that render an application or even the operating system unusable. The user can recover by simply rolling back to the previously operating version of the system. Versioning is also useful in recovering information that a user has unintentionally altered. For example, if a user overwrites a document file by forgetting to rename it before saving it, he or she can simply roll back to the previous version of the file, effectively undoing the mistake.

LiveBackup versioning automatically checkpoints all Windows 95, 98, ME, NT 4.0, 2000 and XP system files, and the Registry at each system boot. In addition, a user can initiate a checkpoint of the operating system at any time, such as immediately prior to installing an application update. The administrator selects which directories and file types to version automatically as well as the number of versions to be stored.

The first time versioning is activated, LiveBackup stores a copy of the current version of each specified file. (This baseline copy of versioned files is compressed for storage efficiency.) Each time a change is made to any of the specified files, LiveBackup saves a trail of the changes so that the user can roll back to a previous version if desired. Because LiveBackup stores only the changes for each version, it is storage efficient.

Self-service data and software recovery

LiveBackup offers three types of recovery:

· File recovery. Users can recover individual files through the easy-to-use LiveBackup graphical user interface. The user simply selects the file to be recovered from a list that can be organized in a variety of ways. The user can recover not only files but also particular versions of files.

· System rollback. This is used when the operating system boots successfully, yet the user experiences application or operating software anomalies, typically resulting from certain software files being lost, overwritten, or corrupted. This could be caused by a variety of actions, such as a failed software install. With LiveBackup, the user can roll the system back to a previously good state quickly and easily.

· True bare metal disaster recovery. This function is used when the operating system will not boot. To recover, the user boots from the LiveBackup CD (or floppy disk) and answers a few simple questions.  In response, LiveBackup automatically finds and loads the computer’s disk image previously saved on the backup storage device by the administrator using the LiveBackup System Image Wizard. This restores the system to full operation.

Because of the easy-to-use recovery tools, users can recover data and software on their own. The LiveBackup Recovery Assistant guides the user through each step of the recovery process. (See Figure 1.)
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Figure 1. LiveBackup Recovery Assistant

Fast performance 

LiveBackup includes advanced capabilities that enable it to provide a high level of protection while minimizing the impact on network performance and server storage requirements. These features include:

· Incremental, block-level backup. LiveBackup employs redundant block elimination in order to back up only changed portions of a file – saving on network load and storage requirements. ZoneBackup™ technology makes it possible to protect large files by scanning only specific “zones” of files where changes are suspected.

· Continuous rather than scheduled protection. By mirroring and versioning data on a continuous basis, LiveBackup levels network loading due to the random nature of user file operations. This allows LiveBackup to provide a high level of protection without significantly impacting network performance.

· Compression. To minimize both network traffic and storage capacity requirements, LiveBackup compresses backup information and eliminates duplicate copies of files and blocks.

· Client side caching. All LiveBackup data flow from client to server is buffered on the client. This architecture guarantees that operation of the client is never adversely impacted by load on the server or the network. If the LiveBackup server or network is momentarily congested as a result of heavy load, the client software will hold data in the local cache until server and network capacity are available. The user is not impacted and typically is never aware of such a situation.

Real-time protection

Unlike traditional enterprise storage management systems, LiveBackup performs continuous, real-time mirroring and versioning of data. The software uses Atempo’s LiveWatch ™ technology, which continuously monitors files for changes. Each time a user saves a file, LiveBackup automatically and immediately mirrors the contents of that file or generates a record of the changes made since the last save. The continuous mirroring and versioning protects data more completely than conventional periodic mirroring or versioning.

LiveBackup real-time mirroring and versioning operates even while a laptop is disconnected from the network. The backup information is stored on the local disk of the laptop until the computer is reconnected to the network. At that time, the information is synchronized with previous information stored on the LiveBackup server for that laptop.

LiveBackup is able to provide continuous, real-time protection because of its tight integration with the computer’s file system. That allows LiveBackup to provide protection, even for files such as database or email files like Microsoft Outlook
 inboxes that may remain open during the entire PC session. LiveBackup backs up the file each time a file I/O operation such as a save or database commit occurs that changes the file contents. This ability is inherent in the design of LiveBackup and, unlike conventional storage management products, does not require an additional open files agent.

Central administration

To help minimize the costs of system administration, LiveBackup allows the administrator to manage storage from a centralized console. The LiveBackup administrator’s console is a snap-in to the Microsoft Management Console available with Windows NT. LiveBackup can also deploy client software automatically using Microsoft’s System Management Services (SMS) software. 

Modern architecture

As Figure 2 below shows, LiveBackup is based on modern client/server architecture. LiveBackup’s network components communicate over the network using XML DOM, which is an integral part of Microsoft’s Microsoft .NET™ architecture.  In LiveBackup the “receiver” is Internet Information Server. By using an HTTP-based protocol, LiveBackup is friendly to firewalls and to a wide variety of network infrastructures.






Figure 2: The LiveBackup storage management system

The client software runs on Windows 95, 98, ME, NT 4.0, 2000, and XP platforms. LiveBackup agents are implemented as file system filters below the application level to provide broad continuous support across all applications. Client operation is fully automatic and requires no user intervention to protect and manage client data. The user gets involved only when he or she needs to restore a previous version of a file, recover an inadvertently deleted file, or restore the system to a previously working state. The administrator can limit user access to LiveBackup features through a feature lockdown capability.

The LiveBackup server runs on Windows 2000 Server. It maintains all storage management information in an embedded Microsoft SQL 2000 database. The server includes an operator’s console consisting of a Windows 2000-style Microsoft Management Console (MMC) snap-in. The LiveBackup console supports remote management of multiple servers as well as thousands of clients.

With proper system configuration, LiveBackup can achieve high levels of system availability that is also scalable across a very broad range of capacities. For example, because LiveBackup’s client-server communication protocol was carefully designed to be stateless, it is easy to utilize load-balancing technology to distribute the load of a very large number of clients across multiple web servers that are in turn supported by clustered database servers. LiveBackup operation utilizing Microsoft’s Windows Load Balancing product and the Microsoft Cluster Server product has been demonstrated and is described on the Microsoft web site.  

See http://www.microsoft.com/servers/evaluation/casestudies/Atempo.asp for additional details.

Tight integration with Windows 2000/2003 Server

LiveBackup is tightly integrated with Windows 2000/2003. The LiveBackup operator’s console is a snap-in to the Microsoft Management Console and uses Windows 2000/2003 administrative features such as automatic software deployment, feature lockdown, policies, and domain hierarchies. In addition, LiveBackup supports both NT Domain and ActiveDirectory security models, including access control, and password protection.  LiveBackup’s encryption uses Microsoft’s Crypto API and supports any encryption algorithm and key length supported by the OS.

Conclusions

Storage is growing at an accelerating rate, and it is rapidly propagating onto desktop and laptop computers. In addition, desktop and laptop software is growing in complexity and size. As a result, storage is becoming much harder to manage and protect. At the same time, data is becoming more valuable. Therein lies the challenge for IT professionals—to ensure effective management and protection of a company’s increasingly valuable data and software, including that found on desktop and laptop computers.

Meeting this challenge requires a solution with a fresh approach to storage management, one designed specifically for the distributed environment rather than being adapted from centralized or desktop environments. The solution must address all data, including that stored on desktop and laptop computers—even laptops that are only occasionally connected to networks. The solution must deliver continuous rather than periodic protection of all data. And it must provide comprehensive, easy-to-use data and disaster recovery tools.

Atempo, with its LiveBackup storage management solution, provides that fresh approach. Built on an advanced architecture, LiveBackup delivers continuous, real-time protection of a company’s most valuable asset—its information. With LiveBackup, IT organizations can meet the storage management challenge and help their companies maintain a competitive edge.
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