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Overview

Today’s businesses benefit enormously from the seemingly limitless increases in laptop and desktop functionality and performance. Unfortunately, while PC performance has consistently followed Mohr’s law, maintainability of the PC fleet seems to obey Murphy’s Law in that now there are only more things that can go wrong. So, while hardware and software costs have continued to drop steadily, accrued costs due to maintenance and support continue to rise.

This steady increase has been exacerbated by a variety of factors. The most obvious and publicized of these is the virus attack.  In a November 2001 report, ABC News assessed the impact of the Code Red worm on the business world:

The virus cost companies more than $2.6 billion, according to estimates by Computer Economics, making it the second-most costly virus ever, after the Love Bug in 2000 cost an estimated $8 billion to contain.

Also a factor is the proliferation of portable computers into the corporate environment. IDC predicts that the laptop population will show a CAGR (compounded annual growth rate) of 9%, based on the estimate that the number of mobile and remote business PC users was 39 million in 2000, and is expected to increase to 59 million by 2004. This increase in the mobile/remote population is significant because these PCs are considered less reliable and therefore more expensive to maintain. In a November 1999 article, Computer Weekly asserted that fully one-fifth of laptops in the field experience data loss resulting from theft or damage. More recently META Group asserted in April 2001 that “each year… one third of all laptop users experience data loss due to hardware failure, theft, user error, viruses, and other causes.”

In that same article, META states “…fewer than 5 percent [of corporate laptops] are protected by corporate backup strategies. Prominent backup hardware manufacturer Hewlett-Packard echoed that same sentiment in a May 2000 press release, where they estimated that 80% of laptops and desktops carry corporate data, but “…most companies have no backup strategies in place for their employees’ hard drives.”

So, at a time when the computing environment is increasingly hostile to the preservation of data, we find an increasingly large amount of data placed in the most vulnerable of locations. It is hardly a surprise, then, that the IT spotlight has been cast on the total cost of ownership (TCO) of PCs, and on methods to mitigate this cost.

This paper presents a formula for calculating the TCO of an average PC fleet in a corporate environment, keeping in mind the often-overlooked costs associated with typical data loss events. It also presents a data protection solution, Atempo LiveBackup®, which, by continuously and automatically backing up data as it is saved, can alleviate many of these costs.

Methodology

Unfortunately, detailed numeric analyses assessing the impact of data loss on ownership costs have been difficult to come by. Assessing the value of lost data is a difficult proposition, depending heavily on both what is lost and when it was lost. A true assessment requires specific knowledge of the line of business and the timing of data loss events, but such specific knowledge is antithetical to a generalized analysis. A solution for providing a general assessment of the TCO of PC fleet is to analyze the productivity loss associated with different types of data loss events. How much time would your IT department spend recovering from a virus attack similar to Code Red? How much valuable employee time will be wasted waiting for repairs to be performed? As this white paper will demonstrate, the answers to these questions alone provide a clear and disturbing picture of the true costs of data loss in the corporate environment.

Independent Variables

What factors might affect the costs associated with data loss at your company?  For starters, ask yourself how much the average employee earns.  Every hour an employee is left unable to work on his PC costs you double that figure. You lose an hour of productivity simply by having the employee non-productive, but you lose an additional hour because your employee will spend a similar amount of time reconstructing data that was lost.

You’ll also want to examine the relative proportion of laptops and desktops in your PC workforce. Laptops are 40% more costly to maintain, and as we’ve shown earlier, are more vulnerable to data loss events than desktops.  

Obviously, you’ll also need to consider the sheer volume of data stored on laptop and desktop PCs. Knowing this will help you assess the costs of protecting PCs.  Additionally, you should consider the cost of help-desk support. This can vary widely by company, depending on (among other things) the size of your organization and the level of service the help-desk department provides.

Finally, you’ll want to pay attention to your company’s PC life cycle. How long does a particular PC stay in use before it is retired and replaced with a new model?  Typically, the life cycle for a laptop is half as long as a desktop.

Atempo’s TCO Analysis

In this paper, we’re going to look at a company with 6,500 PCs in the fleet, including 1500 laptops. For our analysis, let’s rely on the following set of independent variables:

	Independent Variables
	

	General Corporate Information
     Average Hourly Salary (typical employee)
     Help-desk support costs (per hour) 
     Employee Burden rate
	$25.00
$75.00
30.00%

	Corporate Desktops 
     Number of desktops
     Disk space used (typical, in GB)
     Lifespan in years
	5000
4.00
3.00

	Corporate Laptops
     Number of laptops
     Disk space used (typical, in GB)
     Lifespan in years
	
1500
4.00
1.50


These assumptions are based on industry norms, and may not necessarily reflect your particular organization. Atempo’s methodology allows for easy adjustment of these independent variables.

Now, let’s look at individual types of data loss events and their relative impact on the bottom line:

System Troubleshooting Scenarios

A System Troubleshooting scenario is one where a PC may be only partially functional and in need of service. There may be a wide variety of causes for the partial loss of functionality, including:

· Virus attack

· Corruption of system components

· Failed software or hardware installation

· Software incompatibilities or bugs

In this analysis, no differentiation is made between these different causes, because the root problem (and solution) is essentially the same.

We assume that, on average, any desktop PC will experience two such problems in a given year, with laptops experiencing 40% more such events. As the following graph shows, the average per-PC per-year incident figure is calculated using a weighted average that takes into account the proportions of laptops and desktops in the PC fleet.

We grant the help-desk department 90 minutes to solve a problem. Given the complexity of today’s PCs, this is probably generous. Identifying and then correcting a system problem is often akin to finding a needle in a haystack.

	System Troubleshooting Scenarios
	

	Lost Productivity, typical employee
     Time (in minutes)
     Cost
	
90
$37.50

	Help-Desk Support
     Time (in minutes)
     Cost
	
90
$112.50

	Subtotal
	$150.00

	Average number of incidents per year 
(per PC)
	
2.3

	Annual Cost (per PC)
	$348.46


Based on this information, our prototypical 6,500-PC fleet incurs an average annual cost of approximately $350 per PC.

File Recovery Scenarios

By far, lost files are the most frequent type of data loss event a PC user is likely to experience. Lost files are very often due to user error (accidental deletion, for example), although lost files can be caused by any of the same factors that lead to a malfunctioning system, as specified above. For purposes of simplicity, this analysis looks only at isolated data loss events not related to system problems addressed under the heading “System Troubleshooting Scenarios.”

Here we assume (again, generously) that an average user will unintentionally lose (or otherwise need to recover) four files per year. Once again we factor in a 40% markup in frequency for laptop users, and calculate the average per-PC annual incident rate using a weighted average.

We allocate 60 minutes for retrieval of a given lost file, with an additional 20 minutes of help-desk (or IT) assistance required. We assume in this case conventional methods of backup and retrieval – meaning the IT department must first find a backup set containing the data in question, then retrieve it from tape, and finally deliver it to the user. In general we cannot assume that any retrieval methods exist – if this is the case then this cost estimate is an underestimate.

	File Recovery  Scenarios
	

	Lost Productivity, typical employee
     Time (in minutes)
     Cost
	
60
$32.50

	Help-Desk Support
     Time (in minutes)
     Cost
	
20
$25.00

	Subtotal
	$57.50

	Average number of incidents per year 
(per PC)
	
4.6

	Annual Cost (per PC)
	$265.83


Based on this, our 6,500-PC company fleet incurs an additional annualized cost of almost $270 per PC.

Disaster Recovery Scenarios

The most time-consuming and costly of all scenarios is the one in which a system needs to be completely rebuilt or replaced. Strides made in recent years regarding the reliability of the Windows operating system have diminished the frequency of these scenarios somewhat, but unfortunately not to the extent necessary to negate the costs associated with bare-metal disaster recovery (imaging).

Typically, a PC is imaged twice during its life cycle, for reasons unrelated to any maintenance issue. A PC is imaged at the very beginning of the life cycle, and at the very end. In addition to these routine imaging scenarios, a variety of factors may make system re-imaging necessary:

· Theft

· Malicious employees

· Virus attack (if the virus is nasty enough)

· Physical damage (e.g. dropping a laptop onto pavement)

We calculate the downtime associated with a disaster recovery scenario based on factors such as the amount of data that must be restored and the type of PC in question (laptops have drive subsystems that are typically one generation slower than their desktop equivalents), and also on more mundane things like retrieving the image and burning it to CD.

To determine the frequency of incidents, we begin by assuming two imaging events over the life cycle of the system, and then assert a 10% probability of an additional scenario occurring within that life cycle.

	Disaster Recovery Scenarios
	

	Bare-metal Restore Time (in hours)
	4.6 

	Lost Productivity, typical employee
     Time (in minutes)
     Cost
	277
$150.25

	Help-Desk Support
     Time (in minutes)
     Cost
	150
$187.50

	Subtotal
	$337.75

	Average number of incidents per year (per PC)
	0.5

	Annual Cost (per PC)
	$172.34 


Based on these assumptions, an additional $170 per year is spent on each PC for bare-metal disaster recovery. (Note that in practice, some PCs will incur no cost, and others will incur higher costs. The $170 figure is amortized over all PCs in the fleet).

Summary

If we add up these costs, we come to a disturbing conclusion:

	Per-PC Yearly Costs
	

	Malfunctioning PCs
	$348.46 

	Lost Files
	$265.83 

	Stolen or Damaged PCs
	$172.34 

	Total
	$786.63 


Our prototype company will lose, on average, close to $800 per-PC per-year, due to the various types of data loss events detailed above.

How to Alleviate PC Fleet TCO

As we’ve shown, a simple analysis of the consequences of lost files, malfunctioning PCs, and total system failures shows that companies lose nearly $800 worth of productivity per PC per year. To prevent some of these costs, a company might attempt to take measures to ensure users never open virus-infected files, never accidentally delete files, never fail to back their PCs up to a server, never put their laptops in a position to be lost or damaged, etc. Yet we know that not even the most extreme measures can prevent all data loss scenarios, and often the methods of prevention are so intrusive they actually negatively affect productivity or are so unfavorable to users that they simply ignore or forget them.

What is needed is a solution that focuses on comprehensively and unobtrusively backing up data, while making recovery from inevitable data loss scenarios fast and easy. It should provide automatic, up-to-the-moment protection, ensuring no valuable saved PC data will be lost. It should allow users themselves to recover from simple data loss, while making it easy for IT managers to centralize data from a distributed PC fleet and to enforce consistent backup policies. And it should be transparent to users and the network so it doesn’t negatively impact overall productivity.

Presenting Atempo LiveBackup®
Atempo has developed a client backup solution that can effectively diminish the costs associated with data loss and maintenance of a PC fleet.

Atempo LiveBackup is the only true real-time data protection solution to backup and centralize distributed laptop and desktop data.

LiveBackup’s exclusive, up-to-the-moment protection guarantees the most current backups possible by tracking changes to files as they occur. This means that files are protected throughout their entire life cycle, and recovered data is always as recent as the last save. Protection is robust and perpetual -- even “roaming” laptops are protected.

LiveBackup operates transparently to users, administrators and infrastructure.  Because backup is automatic, end-users can work as they always have – without IT training on procedures. Self-serve file recovery brings users back to productivity quickly, without burdening IT. LiveBackup leverages Microsoft .NET architecture to provide enterprise-class scalability and performance, while employing redundancy elimination technology to minimize the impact on network performance.

LiveBackup makes data recovery fast, easy and reliable. Comprehensive, centralized management tools allow administrators to remotely repair malfunctioning PCs via system rollback to a known good state – limiting the need for extensive troubleshooting and providing the ideal safety net for common disasters, including virus attacks. LiveBackup’s convenient management console also lets administrators easily make software deployments, create bare-metal disaster recovery images and enforce consistent backup policies. 

Note: Versioning of some types of data, such as MicrosoftOutlook Personal Folders (PST files) does not precisely mirror end-user activity, only application I/O patterns. Closing such applications  when not in use will guarantee that the most recent data  are backed up.
Impact Assessment

LiveBackup’s unique strengths allay data loss costs by reducing the amount of time required to recover from data loss events. By doing so, LiveBackup restores users to productivity faster, and conserves precious IT and help-desk resources for more substantial problems, including maintenance of servers.

Here is a quick analysis of the specific strengths of LiveBackup and how these strengths are uniquely suited to accomplish the goal of reduced data loss expense:

· Real-Time Protection. Because LiveBackup protects data as it is created or modified, it can provide the most recent copies of data possible. This means that users will spend far less time reconstructing data.

· Self-Serve File Recovery. LiveBackup enables users to recover their own data without any intervention from IT or help-desk staff. Typical recovery times for an individual file can be cut from one hour down to five minutes – and IT/help-desk costs are reduced to nearly zero.

· System Rollback. LiveBackup provides administrators and/or users the ability to roll malfunctioning systems back to any known good state. Instead of spending time identifying the problem, System Rollback allows for quick removal of the problem, restoring the PC back to usefulness quickly and efficiently. Use of the System Rollback feature can cut recovery times in half, and diminish the need for IT intervention from over an hour to just a few minutes.

Bare-Metal Disaster Recovery. LiveBackup allows administrators to generate recovery images based on the backups created – on demand.  Although the time to actually generate LiveBackup images is consistent with the speed of other imaging tools available, the on-demand nature reduces the amount of time IT must spend creating these images and delivering them.

· Efficient Storage. LiveBackup uses multiple techniques to reduce the size of data that needs to be backed up. Apart from standard compression techniques, LiveBackup employs a combination of redundant file elimination and redundant block elimination, which can reduce the amount of storage needed by a factor of six or more.

LiveBackup Deployment

To extend our TCO model to account for a LiveBackup deployment, we need to consider the cost of LiveBackup software itself, as well as the hardware necessary to support it.

For this model we use the suggested list price of $99 per seat as the software cost, although for a 6,500-seat installation the actual per-seat cost will be far less when volume discounts are applied.

Calculation of storage costs is based on a 10-cent-per-megabyte estimated cost.  Here we are assuming high-end fibre channel storage hardware. Calculation of the server cost is a logarithmic function based on the number of PCs to be protected.

	Independent Variables
	

	General Corporate Information
     Average Hourly Salary (typical employee)
     Help-desk support costs (per hour) 
     Employee Burden rate
	$25.00
$75.00
30.00%

	Corporate Desktops 
     Number of desktops
     Disk space used (typical, in GB)
     Lifespan in years
	5000
4.00
3.00

	Corporate Laptops
     Number of laptops
     Disk space used (typical, in GB)
     Lifespan in years
	
1500
4.00
1.50

	Storage cost (per MB)
	$0.10 

	Atempo LiveBackup deployment 
(per seat):
	$99.00


The Result

Now we can compare the costs incurred by our 6,500-PC organization either with the LiveBackup solution or without it, as follows:

	System Troubleshooting Scenarios
	Without LiveBackup
	With LiveBackup

	Lost Productivity, typical employee
     Time (in minutes)
     Cost
	
90
$37.50
	45
$18.75

	Help-Desk Support
     Time (in minutes)
     Cost
	
90
$112.50
	5
$6.25

	Subtotal
	$150.00
	$25.00

	Average number of incidents per year (per PC)
	
2.3
	2.3

	Annual Cost (per PC)
	$348.46
	$58.08


	File Recovery  Scenarios
	Without LiveBackup
	With LiveBackup

	Lost Productivity, typical employee
     Time (in minutes)
     Cost
	
60
$32.50
	3
$8.75

	Help-Desk Support
     Time (in minutes)
     Cost
	
20
$25.00
	1
$1.25

	Subtotal
	$57.50
	$10.00

	Average number of incidents per year (per PC)
	
4.6
	4.6

	Annual Cost (per PC)
	$265.83
	$46.23


	Disaster Recovery Scenarios
	Without LiveBackup
	With LiveBackup

	Bare-metal Restore Time (in hours)
	4.6 
	3.5

	Lost Productivity, typical employee
     Time (in minutes)
     Cost
	
277
$150.25
	208
$112.69

	Help-Desk Support
     Time (in minutes)
     Cost
	
150
$187.50
	30
$37.50

	Subtotal
	$337.75
	$150.19

	Average number of incidents per year (per PC)
	
.5
	.5

	Annual Cost (per PC)
	$172.34
	$76.63


	Total Cost
	Without LiveBackup
	With LiveBackup

	One year, per PC
	$786.63
	$180.94

	Atempo LiveBackup Deployment costs
	

	Server(s) Hardware (Estimated)
	$51,000.00

	Storage Hardware
     Estimated Storage Space Need (in GB)
    Storage Cost
	4,333.33
$443,733.33

	Atempo Software
	$643,500.00

	Subtotal
	$1,138,233.33

	Total Deployment Cost (per PC)
	$175.11


	Final TCO Equation
	

	Time to recoup deployment costs (days)
	106


As the above table shows, LiveBackup introduces a one-time deployment cost of approximately $175 per PC. However, this cost is offset by the dramatic reductions in cost associated with data loss:

	Annual Cost Savings Analysis, per PC
	Without LiveBackup
	With LiveBackup

	Malfunctioning PCs
	$348.46
	$58.08

	Lost Files
	$265.83
	$46.23

	Stolen or Damaged PCs
	$172.34
	$76.63

	Total
	$786.63
	$180.94


By making a one-time investment of about $200 per PC, our prototype company will save almost $625 annually per PC, a near 80% reduction in costs.  In terms of ROI, the numbers are quite favorable, with a one-year ROI of approximately 200% and a 5-year ROI of close to 800%, as the following graph shows.

Atempo LiveBackup ROI
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Conclusion

Today’s businesses benefit enormously from ongoing increases in laptop and desktop functionality and performance. Yet, at a time when increasingly large amounts of data are being placed on these PCs, we see that a computing environment is increasingly hostile to the preservation of this data.

Determining a generalized TCO of a corporate PC fleet can be calculated by looking at the impact on productivity and other costs associated with data loss events. These costs can be astounding, requiring IT managers to look for solutions to mitigate their impact on a corporation’s bottom line.

A real-time data protection solution, Atempo LiveBackup, can effectively diminish the costs associated with data loss and maintenance of a PC fleet. LiveBackup’s unique strengths allay data loss costs by reducing the amount of time required to recover from data loss events. By doing so, LiveBackup restores users to productivity faster, and conserves precious IT and help-desk resources, thus reducing overall TCO for a corporation’s PC fleet.

Atempo and Atempo LiveBackup are registered trademarks of Atempo, Inc. Other brands and products referenced herein may be trademarks or registered trademarks of their respective companies.
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